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BRITISH COLUMBIA ENERGY REGULATOR

Company Administrator Guide

This guide provides step-by-step instructions for users acting as Company Administrators in KERMIT. Further guidance can be
found in the Online Systems Accounts page on www.bc-er.ca regarding Online Systems accounts, usernames, passwords,
security roles and company administration.

As a Company Administrator you have access to do the following in KERMIT:

e view the details of your organization,

e create an account for a user,

e add or remove a user from your organization,

e manage the organization a user’s account is associated with,
e manage security roles for a user, and

e update the details of a user’s account.

To get started, select the Company Admin tab:

E@mm OIL AND GAS COMMISSION

e

Wells Post Permit Actions Compliance & Enforcement Projects & Facilities Company Admin

If you do not have access to this tab you do not have the Company Admin security role on behalf of any organizations. This
security role must be obtained to gain this access.

Once you've selected the Company Admin tab it will display the name of organization you have the Company Admin security
role on behalf of. You'll also now have access to the Organization Details and Security tabs:

Wells Post Permit Actions Compliance & Enforcement Projects & Facilities Company Admin

Company Admin

Exampile Organization
Save

Organization Details  Security
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Organization Details tab

This tab allows Company Administrators to view the details of their organization:

Organization Details Secunty

Drﬂﬂizam M Examiphe Organization Registration Date: May 21, 2014
Organization |0 COC0E13 INSurance
—— Catificals Expiry i dd, ¥yyy
Drate
MEM ID
MEM Harme
MOF 1D

Incorparation Mumber
Well Abbreviation

Main Contact Information:

Phong Number  (250) 555-5555
Fax Number (250) 5556666
Email Address.  Kermil.Nolices@ibcoge.ca

Address 1040 main si

ity Fort 5t John
Provines British Cohimbiia
Postal Code: wiv 1k1

Coundry Canada

All organization details are read only in KERMIT. Any updates required must be applied for through Petrinex and cannot be
made in KERMIT.

Security tab

The Security tab allows Company Administrators to:

e create an account for a user,

e add or remove a user from your organization,

e manage the organization a user’s account is associated with,
e manage security roles for a user, and

e update the details of a user’s account.

For guidance on completing each of these activities please refer to the subsequent sections below.
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Create an account for a user

—_

Select New User.

o

Select NEW USER in the top right hand corner of the Online Systems logon page when it opens:

[C@OOMMISSIOH OIL AND GAS COMMISSION ™ NEW USER

Regulating BC's Oil and Gas Sector for the benefit of all British Columbians

Enter the e-mail address of the user who needs an account.
Select Submit to start the process of creating their account.

Follow the online form to complete the setup of the account.

o o koW

An automated e-mail containing the username will be sent to the e-mail address provided.

Add a user to your organization

1. Select Add Security.
2. Inthe Find Organization Security window that pops up, enter the user's name as directed (Last Name, First Name) then
select Search:

Find Organization Security

Contact Name {Last, First): [Doe, Jane |

MName Email Address Organization Name

| search | [ Cancel | [ Cancel and Clear |

3. Select the name of the user from the search results:

Find Organization Security

Contact Name (Last, First): Poe, Jane

Name Email Address Organization Name
Doe, Jane Kermit.Notices@bcogc.ca
search | [ Cancel | [ Canceland Clear

This will close the Find Organization Security pop up window and take you back to the Security tab.
4. Select Save.

5. View the user you just added on the Security tab:
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Organization Details | Security

Name Company

Doe, Jane

Manage the organization a user’s account is associated with

1. Select the user's name from the Security tab:

Organization Details Security

Name Company

Doe, lane

2. In the Edit Security Contact window that pops up, select your organization from the Company drop down:

Edit Security Contact

Name Jane Doe /
Company Example Organization -
Phone # (111) 1111111

Fax # () -

Email KermitNotices@bcogc.ca

Address

Please note that you will be unable to associate a user to your organization if they are currently associated to another
organization.
3. Select Save. This will close the Edit Security Contact pop up window and take you back to the Security tab.

4. View the organization the user is now associated with on the Security tab:

Organization Details | Security

Name Company /

Doe, Jane Example Organization

Manage security roles for a user

1. Ensure the user shows on the Security tab and the Company they are associated with is set to your organization.
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Organization Details = Security

Name Company

Doe, lane Example Organization

If a user is not yet associated to your organization see the Manage the organization a user’s account is associated with
section above.

2. Select the user's name:

Organization Details | Security

Name Company

Doe, Jane Example Organization

3. Inthe Edit Security Contact window that pops up, select the Security tab then check off the security role(s) you wish to add
or remove from the user:
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Edit Security Contact

Name: Doe, Jane

Company: | Example Organization v
Fhone #: (999) 999-0999

Fax #: {1 -

Email: jane.doe@organization.com

Address:

Security  Details

Admin Deficiency Representative o

Application Analysis Tool Access [
o

Applications

Asset Transfer Admin

DCP Admin

([
Company Admin [
U
Drill Comp Frod Rep L

Environmental Representative
First Mation Portal Read Only
First Nation Portal Update
Frac Fluid Reporting
Geophysical Fortal

Incident Reporting

Inspection Representative

J
([
O
U
O
J
([
Invoice Reconciliation [
Land Representative ]
Liability Management Representative [
Methane Reporting ]
Motices [
Waste Disposal Representaiive [
Water Representative ]
Winter Stream Crossing Representative [
ePay Financial Admin

ePay Payer

| Save | | Delete | | Cancel |
4. Select Save. This will close the Find Organization Security pop up window and take you back to the Security tab.

5. The security role(s) that were added or removed are now updated on the Security tab:

Organization Details | Security

Admin Application Asset
Deficiency Analysis Transfer Company Drill Comp Environmental First Nation
Name Company Representative Tool Access Applications Admin Admin DCP Admin Prod Rep Representative Read Only
Jane, Doe Highwood Oil Company Ltd. | O O O O O O
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Update the details of a user’s account

1. Select the user's name from the Security tab:

Organization Details | Security

MName Company
Doe, Jane Example Organization

2. Select the Details tab when the Edit Security Contact window pops up:

Edit Security Contact

Name: Doe Jane

Company: | Example Organization v
Fhone #: (999) 999-9999

Fax# () -

Email: jane.doe@organization.com

Address:

Security = Details

First Name:  [Doe ]

Last Mame:  [Jane |
Position Title: | |
Phone# ([999 |} [999  |-[9999 |

Fax# (| | B |

cans (L]

Email:  [jane.doe@organization.com |

Address: ‘

)

city: | |

Province:

|
Postal Code: |:| |:|

Country: [ ~]

[ save | [ Delete | [ Cancel |

Please note that you cannot edit a user’s details if they are currently associated to another organization. They must be
associated to your organization.

3. Make the required updates to the user’s details. For example, their e-mail.

4. Select Save. This will close the Find Organization Security pop up window and take you back to the Security tab.

Remove a user from your organization
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1. Select the user's name from the Security tab:

Organization Details | Security

Name Company
Doe, Jane Example Organization

2. Inthe Edit Security Contact window that pops up, select None from the Company drop down to disassociate the user
from your organization:

Edit Security Contact

Name Jane Doe /
Company (None) -
Phone # (111) 1111111

Fax # () -

Email Kermit.Notices@bcogc.ca

Address

3. Select Save.

4. Select Delete. This will close the Find Organization Security pop up window and take you back to the Security tab the
name of the user will no longer show.

5. Select Save.

Didn’t find what you were looking for? Refer to the Online Systems Accounts page on www.bc-er.ca for more information
regarding Online Systems accounts, usernames, passwords, security roles and company administration.
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